The high energy required by home appliances (like white goods, audio/video devices and communication equipments) and air conditioning systems (heating and cooling), makes our homes one of the most critical areas for the impact of energy consumption on natural environment. In this paper we present a work in progress within the European project AIM for the design of a system that can minimize energy waste in home environments efficiently managing devices operation modes. In our architecture we use a wireless sensor network to monitor physical parameters (like light and temperature) as well as the presence of users at home and in each of its rooms. With gathered data our system creates profiles of the behavior of house inhabitants and through a prediction algorithm is able to automatically set system parameters in order to optimize energy consumption and cost while guaranteeing the required comfort level. When users change their habits due to unpredictable events, the system is able to detect wrong predictions analyzing in real time information from sensors and to modify system behavior accordingly. By the automatic control of energy management system it is possible to avoid complex manual settings of system parameters that would prevent the introduction of home automation systems for energy saving into the mass market.
Introduction
According to recent studies [1] energy consumptions are increasing year after year, and if effective energy saving policies will not be adopted, in 2030 they will double with respect to 1980 level and will increase by 28% on 2006 level. The residential sector accounts for an increasing percentage of the total consumption which is now above 27.5% (source Earthtrends). Indeed, in other sectors like the industrial one the introduction of strategies for the reduction of energy consumption have been stimulated by the urgent need to improve production efficiency, while residential users have a low awareness of the problem and usually lack of tools for measuring and optimizing the energy consumption of their daily activities. The top four residential end-uses of energy (as a percentage of primary energy) are: space heating (26.4% of total primary energy end use), space cooling (13% of total primary energy end use), water heating (12.5% of total primary energy end use), lighting (11.6% of total primary energy end use).
These predictions have recently increased the interest of the research community as well as of the industry world in the use of new generation home automation systems for energy saving. The general goal is to use monitoring and control devices to measure in real time the energy consumption of home appliances and to set them to low power modes when possible in order to save energy. Moreover, the information exchange between the home automation system and the energy utility through a data communication network allows to improve the efficiency in energy production and to stimulate a wise energy use with differentiated tariffs per time period.
In this paper, we present an integrated system for intelligent energy management at home currently under development within the European project AIM. In particular we focus on the role played by wireless sensor networks to automatically control home appliances (mainly devices used for the space heating/cooling, lighting) according to the user's habits. The main function enabled by the sensor network is user profiling. User profiling process includes basically two procedures: a mechanism for recording some events that can characterize the way in which users interact with the home environment and the available appliances, and a prediction algorithm that allows extracting from all these data some reasonable settings of the energy management system that is expected to be the most appropriate meet user requirements. The final goal of user profiling is that of replacing some of the required system settings based on a manual interaction with a user interface with an automatic configuration procedure that can be performed on request. For this purpose, this function must be able to provide inputs to the energy management system exactly in the same way a user could do through the user interface and it can be considered a plug-in of the system that can be enabled or disabled by the user.
The paper is organized as follows: In Section 2 we review previous work on home automation focusing on energy saving systems and present the basic characteristics of the system under development within the AIM project. In Section 3 we present the wireless sensor network architecture adopted and the middleware MobiWSN that we designed and developed to manage data gathering and processing in a flexible and efficient way. In Section 4 we present the user profiling mechanisms focusing in particular on presence sensors. In Section 5 some numerical results are presented to provide examples of possible advantages achievable with the proposed system in terms of energy consumption.
Home Automation for Energy Management
In recent years, several research efforts have been carried out to design the so called smart home [4] . One of the most attractive potentiality of this kind of environment is the possibility to reduce the energy consumption managing intelligently the devices into the house.
Related work
A common way to model an intelligent home environment control system is to divide it in four cooperating layers [5] . The physical layer contains the hardware within the house including individual devices, transducers, and network hardware and is in charge to collect data from the environment and to perform actions. The communication layer allows the exchange of information within the network of devices. The information layer gathers, stores, and generates knowledge useful for the decision layer.
Previous works focus on one or more of these layers and, using different approaches, aim at creating specific functionalities to increase comfort for the home habitants while reducing energy consumption. Exploiting algorithms based on fuzzy logic, in [7] a system able to learn users preferences, to predict users needs (e.g. light intensity, temperature ), and to self adjust system behavior when users change their habits is proposed. In [9] a different approach based on neural networks is proposed for the decision layer with the goal of simplifying the learning process of user preferences without a training phase. Neural networks are adopted also in [11] to create a system able to control temperature, light, ventilation and water heating.
Light automatic management is an interesting application on which research has particularly focused because of its relevance for the total energy consumption. Some systems that have been proposed try to exploit external light sources in order to increase energy saving with what is usually called daylight harvesting [12] . Context awareness is one of the key elements to building smart environments and obviously user presence is part of it. One of the simplest ways of using information on user presence is to control dynamically lighting, but the raw data of sensor presence (e.g.infrared sensor) can not be enough to optimize energy consumption [6] .
Smart home can be very helpful to electric utilities to estimate and even control customer power demand in order to optimize energy production and transmission and to avoid costly peaks that usually requires auxiliary generators. The goal in this case is to equalize energy demand and to allow a more efficient use of green energy sources regulating energy consumption in real time on the base of availability. Since 1991 the idea of regulating energy demand motivate the research on home automation and communications network systems to control home appliances [15] .
The AIM project
The work presented in this paper is part of the project AIM that aims at developing the technology for profiling and optimizing the energy consumption patterns of home appliances and providing concrete examples related to three application areas: white goods, audio/video equipments and communication equipments [3] . To this purpose, a novel architecture allowing real-time energy consumption monitoring and management, as well as the virtualization of energy control is proposed. This architecture that consists six basic components namely the home gateway, the Energy Management Device (EMD), the home network, the sensor network, and the appliances [14, 2] .
The energy consumers are controlled by an EMD that works as the local hub of the AIM energy control. EMD communicates, through proper communication channels called Interfaces with all the energy consumption actors using one or more physical communication media and associated protocols. The implicated communication technologies are based on wireless, power-line or Ethernet connectivity.
EMD is in its turn controlled by an home Gateway through an interface ensuring access to multiple EMD's from a single access-point, either locally ('domestic' users) or offers a single access-point for controlling the full system remotely. The Gateway is capable to become the "transfer node" between the Smart Home and the Smart Grid. The main assets of this node from the utility point of view are the exchange and provisioning of information between utility and the customer that allow implementation of services for energy saving, flexible tariffs, reliable power consumption forecasts and the possibility to store energy if required.
To simplify the development of energy management applications, AIM defines a Device Virtualization Environment (DVE) that allows to mask hardware and software implementation specific attributes from the rest of the AIM architecture. The DVE optimizes energy consumption and cost, scheduling tasks during the daytime for every appliances under user defined constrains (e.g. choosing the best time to start washing machine program with the constraints of having clothes ready by the user defined time).
The optimization of energy consumption requires some input information from different sources: users must provide their preferences and needs (light level, temperature, or ac-tivities required to appliances, etc.) and the energy utility must provide the cost of energy for every time of the day. To create a system where the user doesn't need to waste a lot of time in complex settings of system parameters, one of the challenges of AIM project is to automate the set up of a part of the user preferences with a system able to predict actual user preferences on the basis of previous observed behavior. This is the main role of the sensor network that senses physical parameters (like temperature and light), collects data about the presence of users in every room of the house, and estimates the user presence for future periods analyzing historical data and adjusting prediction in real time. On the basis of this prediction it is possible to activate appliances at the best moment, for example heating the room at the desired temperature before the user come in.
Wireless Sensors for Smart Energy Management
In the AIM architecture, the wireless sensor network (WSN) provides the basic tools for gathering the information on user behavior and its interaction with appliances from the home environment. Moreover, the sensor network provides measurements of some physical parameters like temperature and light that can be used by the system to perform some automatic adjustment of the energy management system. The sensor network can be implemented using several available communication technologies. Generally speaking, WSNs are today considered the most promising and flexible technologies for creating low cost and easy to deploy sensor networks in many scenarios including home automation.
Since in the considered scenario the area to be monitored is usually relatively small, it would be possible to consider a single WSN interconnecting all the sensing devices needed for monitoring physical parameters and user activities. However, in practice this option is not the most convenient one. For cost and commercial reasons heterogeneous technologies (with different transmission mechanisms and/or protocol stacks) may be adopted by appliance manufacturers and then integrated together in the home network. Moreover, the features of the sensor network can be tailored on user needs and the specific characteristics of the environment adding new groups of sensing devices even a later stage when the system is already in operation.
For these reasons, we propose a hierarchical hybrid network architecture consisting of different islands of sensor nodes (mainly homogeneous WSNs, but also wired technologies can be included) interconnected through gateways. These are higher layer devices able to communicate via heterogeneous links that can be either wireless (WiFi, ZigBee, etc.) and wired (PLC, ethernet, etc.) and to perform some data aggregation and processing tasks. The network topology created among the gateways is possibly meshed to ensure reliability and resilience to failure.
To hide the complexity of the underlaying heterogeneous network to application developers and users, and to provide some tools to manage different sensor networks we propose a middleware [8] , called mobiWSN, that we specifically designed and implemented for hybrid hierarchical WSN architectures. MobiWSN allows to ease up the interaction of the user client applications (like home automation applications) with the network, the network configuration and reconfiguration, as well as the use of computation and communication resources. We have implemented and tested the proposed middleware using MICAz and Intel Mote2 devices (two motes architectures based on CC2420 communication chipset with IEEE 802.15.4 technology) and Linux-PC based gateways with IEEE 802.11 wireless interfaces [10] .
In MobiWSN architecture gateways are interconnected and can communicate with an additional node, called manager, that is in charge of managing network creation and reconfiguration. The coordinator of each WSN island is integrated in or directly connected to a gateway. All the sensors belonging to the WSN are connected to the gateway through multi-hop paths which form a routing tree rooted at the gateway. The manager dynamically controls network topology and ensures gateways can directly communicate. The list of active gateways and of the sensors associated with them is managed by an active Remote Method Invocation (RMI) interface. When a new gateway is switched on, it registers on the manager through this interface to become reachable from remote client applications that want to interact with the connected WSN.
MobiWSN consists of two main software components: the first one is (written in Java in our prototype implementation) is installed on gateways, and the second one is a mote middleware layer (written in nesC with TinyOS operating system [13] in our prototype implementation).
The middleware component running on the gateways implements three main functionalities: i) Sensor and Mote Object Management, that is used to create new objects (sensors nodes or group of sensor nodes) when new devices are connected to network and to associate specific functions to specific objects defining the library of operation of the system; ii) WSN Interrogation Libraries, which define the information exchange with the WSN and specify the signalling messages; and iii) Class Loader, that allows an external client or another gateway to load on a specific gateway new classes of objects and the set of functions related to them. This last functionality is particularly important and is one of the novel issues of MobiWSN since it allows application client to remotely load on the gateway new objects and functions managing the whole system like a flexible programmable platform that allows to adapt the system to the specific characteristics of the application scenario and the installed devices and to update it with new applications and services written by third parties.
MobiWSN also defines a stateless protocol, called Information Exchange Protocol (IEP), to allow information exchange between the sensor networks and their respective gateways. This protocol requires to the network layer of the WSN the support of broadcast and unicast addressing and the control of duplicate packets. IEP includes four message types: request, response, command and information. These messages can be addressed to a single mote, a group of nodes or to all motes of the WSN. In this architecture a group can include motes of different WSNs, and the manager has the task of its management. In the proposed architecture for home energy management we associate a group to each room of the house so as to simplify the information exchange among nodes that monitor the same room and reduce signaling overhead. Moreover, it is possible to create a group of sensors (e.g. temperature) to deliver a read to the whole group with a single IEP message.
MobiWSN allows not only a flexible management of gateway functionalities and software components but also a dynamic control of tasks performed by motes. Every node can have several functionalities (a piece of code that implements a specific task) which can be started and stopped by the gateway. The goal of these functionalities is to provide to the application client some high level data processing procedures that are performed locally on the WSN. These can be used as building blocks for creating complex applications, reducing the number of exchanged messages, and exploiting the distributed processing capabilities of the system.
In the proposed architecture for home energy management, besides the temperature and lighting information for every room, we need to create a user profile through presence detection. This has been obtained using a low-cost technology based on multiple infrared sensors deployed in all rooms. To filter the motion events captured by the infrared sensors and to process this raw information within the motes of a group, we implement a high level functionality which has the task to report to the gateway only information on the presence users in the room, reducing the number of long path messages. By using these announcement messages, a home automation client application installed on the energy management platform can create presence profiles without considering the specific presence detection technology adopted but focusing only on the problem of extracting from data information on user habits. Obviously, this has the advantage of simplifying the task of application software development and of increasing software reusability.
As mentioned above, the proposed middleware architecture requires some basic services to the network layer, namely: best-effort delivery, discarding duplicate packets, unicast and broadcast addressing. The routing protocol we adopted for WSNs, called Hierarchical Addressing Tree (HAT), allows the creation of a network with a tree topology and a hierarchical addressing. The network address is divided into levels according to the number of hops from the root of the tree, each of which has the same number of bits that represents the maximum number of sons for every node in the hierarchical tree topology. The routing tree is created with a node association procedure and maintained through the exchange of periodic beacon messages.
User profiling
Data collected by sensors located in the house are used for monitoring the environmental parameters, such as user presence, temperature and light, in two different ways: Offline mode and Real-time mode.
In the off-line mode information collected by the WSNs is aggregated providing inputs for user profiling. The basic function of the user profile is the characterization of users behavior so that some settings of the energy management system can be made automatically. Different types of profile can be created such as user presence profile, temperature profile, light profile. In the user presence profiling the sensor network collects 24 hour information (here called "daily profile") about users presence/absence in each room of the house in a given monitoring period (i.e. week, month). At the end of the monitoring time the cross-correlation between each couple of 24 hour data presence is computed for each room of the house in order to cluster similar daily profiles. The daily profiles y(t) and x(t) are considered similar if:
Where r(x, y) is the mean value of the cross-correlation between signals x(t) and y(t) calculated with an accepted delay ±B (in minutes), A and B are constants (respectively equal to 0.12 and 10 in our numerical results). For each cluster the average of the daily profiles identifies a user presence profile that provides the 24 hour probability distribution of the user presence in the room the cluster is associated with (Figure 1) . At the end of calculation a matrix is generated where each room is associated with a column that represents the sequence of presence profiles identified in the monitoring period. Each matrix column is statistically elaborated in order to predict the presence profile in a given day, for each room, on the basis of the observed profiles in the past days. For room i the prediction algorithm performs: 1) the column of profiles associated with room i is selected and the auto-correlation is computed; the distance between the first two highest positive peaks of the autocorrelation function identifies the repetition period T i of that room profiles sequence;
2) for each presence profile j in the selected column, the probability that it occurs after the sequence of profiles of the past M days in room i (with M = 1) is calculated;
3) if a profile j exists with such a probability higher than a threshold (experimentally set to 0.75), the algorithm stops and j will be the predicted profile; otherwise M is increased by 1 and the algorithm goes back to step 2 (if M = T i − 1 the procedure stops anyway and returns the most probable profile found in the last iteration). In the temperature and light profiling the sensor network collects the daily temperature and light level in each room of the house during the same monitoring period used for the presence. For each room and user presence profile i, the associated temperature and light profiles are calculated as the average of the past values collected in the days where the profile i was experimented. The assumption here is that during the monitoring period the user can manually regulate preferred light and temperature levels so that they can be recorded by the system and then used during the operation periods, however a separation between the monitoring and the operation periods is not necessary since users can always manually adjust parameter settings that are automatically selected by the system. At the end of the off-line mode three types of profile are available with each temperature and light profile associated with a presence profile.
In the real-time mode the sensor network collects real time measurements of physical parameters that can be used by the system to perform some automatic adjustment of the energy management system (like e.g. regulating lighting system according to the level of natural light from windows, control the heating/conditioning system to set temperature in the rooms according to the user profile, etc.). The real time user presence information is also used to dynamically update the predicted profile during the day, through the Local Updating Algorithm (LUA), tracking the user behavior ( Figure 2 ): for each room the cross-correlation between the stored presence profiles and the real time detected one s(t) is calculated dynamically during the day. A switch from a predicted profile x(t), to another one y(t), is performed if:
Where r(x, y) is the mean value of the cross-correlation between signals x(t) and y(t) calculated with an accepted delay of ±D (in minutes), C and D are constants (respectively equal to 0.1 and 10 in our numerical results).
When the LUA, changes the current used profile of the room i in a new one, also the profiles of the other rooms can be updated through the Global Updating Algorithm (GUA): the profile matrix is used to verify if the new profile of the room i is frequently associated with particular profiles of the other rooms. If an association is found the updating is also performed for the other rooms.
Data collected in the off-line/real-time mode can be used for performing several tasks, like for example: -House temperature management: if the system estimates through the presence probability profile that there is a high probability that at 7:00 PM the user is usually back home from work and from the temperature profile it is known that the preferred temperature level in the living room in the evening is 22 • C, the system will automatically optimize the use of the heating system in order to minimizing energy consumption and reaching the desired temperature level at that hour of the day; -Lighting system management: if the system detects that at 7:00 PM the user is in the living room and it is known through the temperature profile that when he is in that room at that hour the desired light level is "high", the system will automatically manage the light adding to the sun light the gap to obtain the desired level;
-Devices working mode (on, off, stand-by) management: if the system predicts, for example, through the presence probability profile, that at 7:00 PM the user is back home from work and connects to internet, it will turn on the modem at that hour of the day.
Numerical results
As mentioned previously, we implemented a prototype version of the proposed sensor network architecture for energy management. However, to evaluate the performance of the user-behavior prediction algorithms we have been forced to rely on simulation mainly because of the long period of time required for testing them in a real environment and the difficulties to create a realistic setting. The system has been simulated referring to a five room house with a simulating period of 300 days. For each room of the house a regular sequence of realistic daily presence, light and temperature profiles has been created. From that sequence the simulated daily profiles have been generated introducing random variations on the original profile (the user will not wake up every day exactly at 7:00 A.M.). Moreover we introduced some exceptions in the users periodic behavior in order to simulate a real use case: for example, user could not go to work in a working day because he is sick.
In the simulation performed a monitoring period of 30 days has been used; in the first monitoring period the system just collects information on user behavior. After the first 30 days the system begins to work using always the last 30 days like monitoring period to generate, for example, the presence profiles. The presence prediction algorithm has been simulated in three user behavior exceptions cases: exceptions spike (there are 20 isolated exceptions in the users behavior), exceptions burst (there are 4 sequences of 4 contiguous exceptions in the users behavior) and changing behavior (user changes his behavior two times during the year, for example as we move from winter to spring/summer the user goes to sleep later). The results of the 300 days simulation are presented in Table 1 Table 2 . Perc. of time with a wrong user presence prediction when the predicted profile of the day is not correct.
The dynamic profile updating has been tested in all three cases and the average values have been computed for the LUA and GUA Table 2 . Considering all the simulating period (300 days) the percentage of time with a wrong user presence prediction is very small.
The presence, temperature and light profiles can be used to optimize the using time of home appliances and to minimize the home energy consumption. In the simulation performed the home temperature management has been considered, using the presence and temperature profiles to automatically manage the temperature in each room of the house. In Figure 3 and 4 we present an example of the difference between the working time of the cooling system with and without the automatic temperature management. The management system allows some energy savings turning off the cooling system of the rooms that are not required to be air conditioned because the user will not enter those rooms with high probably and turning it off in the whole house if the user is not present and probably will not return for a long time. In contrast, in the "classical scenario" the cooling system is supposed to be On in all rooms and to be preprogrammed from the user to approximately follow his daily/weekly schedule.
In the simulation performed, the home temperature management has reduced the working time of the cooling system by nearly 28 percent. Obviously, the working time reduction and the resulting energy saving are strictly related to the specific scenario considered since they depend, for example, on the presence/absence periods in each room of the house. In this paper we presented a home energy management system under development within the European project AIM. We proposed a heterogeneous hierarchical sensor network architecture to gather physical parameters and to monitor user behavior. We designed and implemented a middleware able to deal with network heterogeneity and dynamics, as well as to greatly simplify application development. Data collected by the sensors are used to create user profiles. Based on user profiles and real-time information provided by the system, we can predict user behavior and optimize the energy consumption controlling in an automatic way home appliances. We proposed a new approach to implement a self adaptive prediction algorithms to set several parameters (light intensity, temperature, etc.) according to user estimated preferences. The presented solution is simpler than other profiling systems, mentioned in 2.1, which rely on complex learning techniques: just replicating a previously observed set up that satisfied the user in a similar context provides good results and requires shorter training periods. We implemented a prototype version of the propose sensor network architecture based on off-the-shelf devices. Moreover, we simulated our prediction algorithms over long time periods and showed their effectiveness in estimating user presence in normal conditions and their ability to quickly detect anomalous conditions and to correct estimations.
